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FileFacets Security FAQ

A FileFacets Software Description

FileFacets makes it easy for businesses to locate, process & move
content with sophisticated content analysis and intelligent content
migration in a highly automated and scalable SaaS-based solution.
FileFacets Analytics identifies and processes Redundant,
Obsolete, and Trivial data (ROT) as well as Personally Identifiable
What is FileFacets Information (PIl), allowing businesses to find what they have, keep
what they need, and protect sensitive data accordingly. FileFacets
Migration automates the categorization of data, the attribution of
file metadata, and enables organizations to quickly move
unstructured content from multiple sources into Enterprise
Content Management systems (ECMs).

FileFacets takes a scan of the selected repository; this snapshot

: 5 ' ' '
How does it work! includes only file names, file path and system metadata.

All project work takes place on the online platform with the

i ? . o . ;
Where s the work performed? connection to the client’s system via the FileFacets sync agent.

This client utility is downloaded and installed in the client's
environment and provides connectivity between FileFacets, the
source files for the project, and the target destination through
WCF web services secured with an SHA-256 bit Third-Party SSL
certificate.

How does it connect with the
client systems?

All clients’ information is stored at Microsoft Azure Hosting. The
FileFacets portal (web interface) is also hosted by Microsoft Azure.

Where is the client information . . . ) ‘ .
! et ! Canadian companies have their information stored in Canadian

5
stored? Hosting, and U.S companies have their information stored in the
U.S Hosting.
No, it is important to note that the material hosted by FileFacets
Does FileFacets capture the in the cloud environment is custom metadata attributed by the
content of my data? users and content checksums. No actual file content or data is

collected, transmitted, stored or hosted in the FileFacets process.

Section 1 — Information Security

General Information

FileFacets maintains a Security Officer certified under the Industrial Security Program as mandated by
the Federal Government. The program policy and standards cover the requirements for any staff
dealing with any classified information, assets or workplaces belonging to the Federal Government.
The Security Officer is qualified to make decisions regarding security matters; has authority to enforce
compliance; these eligibilities are based on their certified knowledge of security principles and
practices.

Areas of expertise comprise (but are not limited to): Handling and Safeguarding Information including
storage, transportation and destruction; Developing and implementing security plans, including
Performing Threat and Risk assessments, assessing and advising of physical controls; advising on and
reviewing personnel screening activities for all staff that come in contact with any client data. All
FileFacets individuals are screened under this standard.
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1.1 Does FileFacets have documented security policies and standards? Yes

Does FileFacets have established specific policies, processes and procedures

1.2 to safeguard client data?

Yes

Are security policies reviewed by Management at planned intervals or as a
1.3 result of changes to the organization to ensure its continuing effectiveness Yes
and accuracy?

Is compliance with security baselines reassessed at least annually or upon

1.4 significant changes? ves
15 Have policies been made available for all personnel to adequately support v
) services operations role? es
16 | Has the FileFacets hosting provider completed a SSAE 16 Yes, Azure has this
) assessment? assessment
1.6.1 | If yes, what scope or sections? SOC1T and SOC2
Are other independent reviews, assessments and/or audits performed
17 at least annually, or at planned intervals, to ensure the organizationis | LunarlLine penetration
) compliant with policies, procedures, standards and applicable test
regulatory requirements?

Section 2 - Privacy

Does FileFacets maintain information privacy policies, standards, guidelines
2.1 and controls in place to prevent unauthorized access or misuse of confidential Yes
information?

Does FileFacets conduct information privacy awareness programs for

2.2 management, end-users, and staff on a regular basis? Yes

23 Does FileFacets knowingly and actively collect private information? No

24 Does Fi‘IeFacets gollect corporate informat.ion pnly for the.purpose of Yes
contacting the client and to issue communication such as invoices?

25 Do FileFacets staff sign Non-Disclosure agreements at time of hire, and are Yes

these NDAs reviewed on an annual basis?

Does FileFacets maintain and enforce an IT Acceptable Use Policy that clearly
2.6 outlines practices staff are allowed to follow with corporate physical and Yes
information assets?

In the event of non-compliance with any corporate policies does FileFacets
2.7 notify staff of sanctions that may occur from removal of access up to Yes
employment termination?
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Section 3 — Authentication: Users Signing on to FileFacets

How are users of FileFacets authenticated when they

3.1 . 5 Username and password

sign on?

Does FileFacets allow single sign on authorization No, users must sign in separately to
3.2 o . . )

through a client’s Active Directory? FileFacets
3.3 | Will each user have a unique user ID? Yes

What are the account management processes for
34 provisioning and de-provisioning client user accounts | Accounts are provisioned on a case by
’ (e.g. provisioning, de-provisioning, deactivation, case basis, by system administrator.

periodic review, etc.)?

35 Can account management processes for provisioning and de-provisioning user

) Y
accounts be managed by client? es

Yes, Password must be between 9-16
characters, have one digit, one
3.6 | Does FileFacets login require strong passwords, lowercase, one uppercase, and no
enforcing password length and complexity? more than 2 consecutive characters the
same.
3.7 | Does FileFacets allow users to change their own password securely? Yes

38 Can accounts be locked after a number of unsuccessful login attempts as

specified by client users? If so, how many? Five attempts

Does FileFacets expire a session (de-authenticate) users after a defined period

Twent

3.9 | of inactivity? What is the session time-out? m\i/\;wuteys
3.10 | Does FileFacets provide a logout on-demand option? Yes
3.11 | Are passwords entered in a non-display field or masked? Yes
3.12 | Are passwords encrypted during network transit? Yes
3.13 | Are passwords encrypted in storage? Yes
3.14 | Are all attempted (unsuccessful and successful) logins logged? Yes
3.15 | Does the access log include date/time of access, user ID, source network access? Yes
3.16 | Does FileFacets support multi-factor authentication? No
317 Will client users be authorized by a client-based system (LDAP, NDS, AD groups, No

) SAP roles or application roles)?
318 Does FileFacets offer the ability to restrict access within the application based on Yes

) roles assigned to authorize users?
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319 Does FileFacets provide reporting to identify users Yes, information is viewable on
) and their access levels and activity on FileFacets? FileFacets interface

3.20 Can the authorization process be configured to automatically disable user accounts No
) or access privileges after defined period of non-use?

Section 4 — Data Security

41 Is the network transfer to client data encrypted when traversing to the FileFacets Yes
’ network

Is all network transfer of client data encrypted between multiple FileFacets

4.2 | systems and within their network? (e.g. between web, application and database Yes
servers)?

4.3 | Does FileFacets support and offer encryption for data at rest (databases)? Yes
What is the encryption algorithm and key strength

4] used? P ? / J AES 256 — 32 random characters
Will any client data be stored, temporarily or otherwise, on end-user workstations,

4.5 : . No
portable devices, or removable media?
Is client data encrypted in storage outside of database Only location that data is stored

4.6 | and live storage (e.g. backups to tape, Disk/file system, | outside of database is the
jump drives, etc.)? encrypted back-up

4.7 | Is client back-up data stored off-site? Yes

4.8 | How is the back-up data secured? [A)atabase backups are stored by

zure

Does FileFacets software provide appropriate controls to ensure data integrity

) o . Yes
e.g. input validations, transaction redo logs)?

4.9

Will FileFacets developers and systems administration staff who have access to
4.10 | client data, have unique account IDs assigned to them so that individual Yes
accountability can be maintained?

Is the activity of FileFacets technical staff logged when performing system

4.1 . Yes
maintenance?
4.12 | Is user-level access to client data logged and monitored? Yes
413 Does this log data specify the data element or data record accessed and the Yes
; action taken upon the data (e.g. View, Modify, and Delete)?
414 Is log data, metadata, diagnostic and configuration files protected at least the Yes

same level as the client data hosted by FileFacets?
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Will client production data be replicated or

. . : Data may be loaded into a test environment
used in non-production environments for

4.15 testing, troubleshooting and or other z:ggnslpii:ff;ss:e; nfaesci tk())ats)ii resolved;
purposes? And if so, with what frequency? y y

. . Internal review and policy of delete at one

416 What processes will be provided to purge old year after project completion or at a date

or obsolete records from FileFacets systems? . ;
specified by client.

Section 5 — Network Security

s client data hosted by FileFacets accessible over the Internet (rather than or in
5.1 o : : Yes
addition to a private connection)?
59 Can access to client data hosted by FileFacets be controlled by the source IPs or Yes
) similar mechanisms?
5.3 | Is the FileFacets application or data transmission process proxy compatible? No
5.4 | Will client data hosted by FileFacets be accessible from mobile devices? No

Please see accompanying network architecture
diagram with data flow diagram (initial upload and
operational transfers). It outlines how client data is
transferred via transport and message secured
WCF web services, providing access to client users
only.

How are networks hosting client data
5.5 | secured (firewalls, proxies, segmentation,
DMZ, etc.)?

Is access to systems with shared network infrastructure (e.g. switched, routers, load
5.6 | balancers, etc.) restricted to authorized personnel in accordance with security Yes
policies, procedures and standards?

Is an accurate time source used to synchronize the system clocks of all relevant

. ) . Yes
information processing systems?

5.7

Yes, access to devices is limited to FileFacets
personnel. Only available ports are those used by
web server. In case of DOS back up infrastructure
is brought up on-line at hosting service.

s FileFacets network configured to protect
5.8 | against external attacks (APT, Malware,
Denial of Services, etc.)?

5.9 | Is FileFacets leveraging network-based intrusion detection/protection systems? Yes
Does FileFacets have the capability to detect and remediate rogue access
5.10 . Yes
(networks or devices)?
511 Does FileFacets perform network penetration testing either themselves or by a Yes,
) contracted outside firm? If so, how often? annually.
Are security logs recording privileged user access activities, authorized and
5.12 | unauthorized access attempts, system exceptions, and information security events Yes
retained?
5.13 | How frequently are security logs reviewed? Daily
514 Is physical and logical user access to audit logs restricted to authorized personnel Yes
’ only?
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Section 6 — Operational Controls

6.1 Does FileFacets outsource hosting of their application and data storage services to Yes
: a third-party?
All clients' information is stored at
Microsoft Azure Hosting. The
FileFacets portal (web interface) is
also hosted by Microsoft Azure.
6.2 | Describe where client data is to be located Canadian companies have their
information stored in Canadian
Hosting, and U.S companies have
their information stored in the U.S
Hosting.
Has FileFacets taken measures to ensure the data center(s) in which client data is
housed have controls for:
1) Controlled physical access and audited entry ways
6.3 2) Temperature/humidity monitoring and control Yes
P Y g
3) Fire prevention and suppression
4)  Use of conditioned back-up power
6.4 Is multi-client access effectively controlled to ensure that access is restricted to Yes
: only the devices with the data they are authorized to access?
65 Does FileFacets have and exercise a process to maintain current patch levels of Yes
’ operating systems and software running on their systems?
Are any components used to provide service to client on unsupported platforms?
6.6 L e No
(e.g. Hardware, O/S, Applications, Utilities, etc.)
.7 | N
- Yes
- Yes
Yes
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